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Core Quantum Principles Enabling Technology
Core Quantum Principles Enabling Technology

Q1.1

What is superposition, and why is it the foundational resource that ultimately makes every
quantum technology – computing, communication, and sensing alike – possible at all?
Superposition is the ability of a quantum system to exist in a combination of multiple distinct states simultaneously,
rather than being confined to just one definite classical state at a time – a qubit, unlike a classical bit, can be prepared
in a genuine blend of ”0” and ”1” at once, with the specific blend only resolving to one definite outcome upon
measurement. This single property underlies each of the three pillars of quantum technology in a different way:
it lets a quantum computer explore an exponentially large space of possibilities within one coherent state (Section
4); it lets a quantum sensor’s measurement outcome become exquisitely sensitive to a tiny external perturbation,
since the superposition’s evolving relative phase directly encodes that perturbation (Section 6); and it’s the basis
for quantum states used to detect eavesdropping in quantum communication, since measuring a state prepared in an
unknown superposition disturbs it in a statistically detectable way (Section 5). Superposition is, in this sense, the
single common thread running through the entire field.

Q1.2

What is entanglement, and why is it considered a genuinely non-classical resource – distinct
from mere correlation – that quantum technologies can exploit in ways no classical system
ever could?
Entanglement is a special kind of correlation between two or more quantum systems, such that their combined state
cannot be described as simply ”system A is in some state” and, separately, ”system B is in some state” – the sys-
tems’ properties are fundamentally linked in a way that has no classical analogue, with correlations between their
eventual measurement outcomes stronger than any classical, pre-arranged agreement could ever produce (as rigor-
ously proven by Bell’s theorem, covered in depth in the Quantum Lab Concepts deck). This is considered a genuine
physical resource – something that can be generated, distributed, consumed, and even quantified – because specific
quantum protocols (teleportation, superdense coding, device-independent security, entanglement-enhanced sensing)
achieve capabilities directly, provably tied to how much genuine entanglement is available, in a way that no amount of
classical correlation alone could substitute for, making entanglement generation and distribution a central, recurring
engineering challenge across essentially every quantum technology application.

Q1.3

What is the measurement postulate, and why does the fact that measuring a quantum system
generally disturbs it (rather than passively revealing a pre-existing value) become a genuine
engineering asset rather than merely an inconvenient limitation?
Unlike a classical measurement (which, in principle, can always be made arbitrarily gentle, simply reading off a
pre-existing value without altering it), measuring a quantum observable generally collapses the system’s state, and if
that observable doesn’t happen to already have a definite value, the measurement outcome is fundamentally random
and the act of measuring genuinely changes the system going forward. Rather than being purely a limitation, this
property becomes a direct engineering asset in several major quantum technologies: it’s precisely what allows quan-
tum key distribution (Section 5) to detect eavesdropping (an eavesdropper’s measurement necessarily disturbs the
transmitted quantum states in a statistically detectable way), and it’s the essential mechanism underlying quantum-
non-demolition readout and error-correction syndrome extraction, where a carefully engineered partial measurement
reveals exactly the information needed (an error syndrome, a qubit’s readout state) while deliberately avoiding dis-
turbing the information the experimenter actually wants to preserve.
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Q1.4

What is the no-cloning theorem, and why does its prohibition on ever perfectly copying an
unknown quantum state serve simultaneously as a fundamental security guarantee and a
fundamental engineering obstacle across quantum technologies?
The no-cloning theorem (a direct mathematical consequence of quantum mechanics’ linearity, discussed in depth in
the Quantum Information deck) proves that no physical process can create a perfect, independent copy of an arbitrary
unknown quantum state. This single result plays a genuinely dual role across the field: it is the foundational security
guarantee underlying quantum cryptography (an eavesdropper fundamentally cannot intercept, copy, and forward a
quantum-encoded key without detection), but it is simultaneously a serious engineering obstacle for quantum com-
puting and communication, since it rules out simple error-correction strategies (like classical redundancy, copying
a bit several times) and, along with unavoidable photon loss, is precisely why quantum information cannot simply
be ”amplified” over long fiber links the way ordinary classical optical signals routinely are – directly motivating the
more elaborate quantum error-correction and quantum-repeater architectures discussed throughout the rest of this
deck series.

Q1.5

What is decoherence, and why is fighting decoherence – through materials engineering,
environmental isolation, and active error correction – the single most pervasive, unifying
engineering challenge shared across every quantum hardware platform?
Decoherence (introduced in depth in the Advanced Quantum Mechanics deck) is the process by which a quantum
system’s delicate superposition and entanglement properties leak away into uncontrolled interactions with its sur-
rounding environment, causing it to behave, for all practical local purposes, like an ordinary classical, noisy system
rather than a coherent quantum one. Every quantum technology platform – superconducting circuits, trapped ions,
photonic qubits, neutral atoms, spin qubits – faces its own specific, platform-dependent sources of decoherence
(materials defects, magnetic field noise, photon loss, thermal excitation), but the underlying engineering battle is
identical across all of them: preserve a fragile quantum state’s coherence for long enough, against whatever specific
environmental noise that particular platform is most vulnerable to, to actually complete the intended computation,
communication, or measurement before that information is irretrievably lost – making ”how do you fight decoherence
on this specific platform” one of the most consistently recurring questions across the entire field, regardless of which
specific pillar or platform is under discussion.
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The Three Pillars of Quantum Technology
The Three Pillars of Quantum Technology

Q2.1

What is meant by the ”second quantum revolution,” and how does it distinguish today’s
quantum technologies – which actively engineer and exploit superposition and entanglement
– from the ”first” quantum revolution’s already-mature, ubiquitous technologies?
The ”first” quantum revolution, spanning roughly the mid-20th century, refers to technologies that rely on quantum
mechanics to correctly explain how they work, but don’t actively engineer or exploit specifically quantum properties
like superposition or entanglement as a resource – the transistor, the laser, and the MRI scanner all fundamentally de-
pend on quantum mechanical principles (band structure, stimulated emission, nuclear spin) for their basic operation,
yet function using huge numbers of particles behaving statistically, without needing to preserve or manipulate any
single, fragile quantum superposition. The ”second” quantum revolution, by contrast, refers to a newer generation of
technologies that directly, deliberately create, manipulate, and exploit superposition and entanglement as an active
resource at the level of individual or small numbers of quantum systems – quantum computing, quantum communi-
cation, and quantum sensing (the three pillars discussed throughout this deck) all belong specifically to this second
wave, distinguished precisely by their reliance on preserving and actively using genuinely quantum coherence, rather
than simply relying on quantum mechanics to explain a fundamentally classical, statistical device’s behavior.

Q2.2

What are the ”three pillars” of quantum technology, and what does each pillar fundamen-
tally aim to do – compute, communicate, or measure?

• Quantum Computing – uses qubits and quantum algorithms to compute, aiming to solve certain classes of
problems (simulating quantum systems, some specific optimization and factoring tasks) fundamentally faster or
better than any classical computer could, by exploiting superposition and interference (covered in depth in the
Quantum Algorithms and Quantum Gates decks).

• Quantum Communication – uses quantum states (typically single photons) to transmit information with se-
curity or capability guarantees impossible classically, most prominently quantum key distribution’s information-
theoretic security (covered in the Quantum Cryptography and QKD decks).

• Quantum Sensing & Metrology – uses quantum systems’ extreme sensitivity to external perturbations to mea-
sure physical quantities (time, magnetic fields, gravity, rotation) with precision beyond what classical sensors
can achieve (covered in the Quantum Sensing deck).

Nearly every other topic in the broader quantum technology field – specific hardware platforms, error correction,
specific algorithms – is best understood as supporting infrastructure or a specific technique serving one (or more) of
these three overarching goals.

Q2.3

Why is quantum sensing generally considered the pillar closest to widespread, mature com-
mercial deployment today, compared to quantum computing and quantum communication?
Quantum sensing (atomic clocks, in particular, but increasingly magnetometry and gravimetry too) benefits from
a comparatively forgiving practical requirement: many useful quantum sensing protocols need only a single well-
controlled quantum system (one atom, one NV center, one trapped ion) maintaining coherence for a comparatively
short duration, rather than needing many qubits to remain simultaneously, jointly coherent while executing a long,
complex sequence of operations, as a useful quantum computation generally requires. Atomic clocks, in fact, have
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already been a mature, deployed ”second quantum revolution” technology for decades (underpinning GPS satellite
timing, as discussed in the Quantum Sensing deck), and newer quantum sensing modalities (portable magnetometers,
chip-scale sensors) are following a similar, comparatively fast path toward real-world deployment – this generally
lower resource/coherence bar, compared to the far more demanding many-qubit, long-coherence, low-error require-
ments of useful quantum computation, is the primary reason quantum sensing is widely regarded as the pillar currently
closest to broad, mature, practical commercial impact.

Q2.4

How do the three pillars connect to and depend on each other in practice, rather than ex-
isting as entirely separate, independent fields – for instance, why does building a ”quantum
internet” require capabilities from all three pillars simultaneously?
The three pillars are deeply interconnected in practice, not truly independent silos. A future quantum internet
(introduced conceptually in the Quantum Cryptography deck) would require quantum communication technology
(transmitting entangled photons over fiber or free space), quantum sensing-adjacent technology (precise timing and
synchronization between distant nodes), and small-scale quantum computing capability at each repeater node (to
perform entanglement swapping and error correction) – genuinely requiring all three pillars working together as one
integrated system. Similarly, quantum computing hardware development directly borrows techniques and lessons
from quantum sensing (the same trapped-ion and superconducting-qubit control techniques underlie both fields, as
discussed in the Quantum Lab Concepts and Superconducting Quantum Circuits decks), and quantum-enhanced
sensing protocols directly use entanglement-generation techniques originally developed for quantum computing and
communication research – illustrating that, despite being conceptually distinguished by their differing end-goals, the
three pillars share deeply overlapping underlying hardware, techniques, and research communities in practice.
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Qubit Platforms Compared
Qubit Platforms Compared

Q3.1

What are the five leading physical platforms currently being pursued for building qubits,
and what single physical system does each platform use to encode a qubit?

• Superconducting circuits – encode a qubit in the quantized energy levels of a microwave LC-like circuit made
nonlinear by a Josephson junction (covered in depth in the Superconducting Quantum Circuits deck).

• Trapped ions – encode a qubit in two long-lived internal electronic (or nuclear spin) states of a single ion, held
in place by oscillating electric fields (a Paul trap, covered in the Quantum Lab Concepts deck).

• Photonic qubits – encode a qubit in a single photon’s own degree of freedom (polarization, path, or time-bin),
covered in depth in the Quantum Nanophotonics deck.

• Neutral atoms – encode a qubit in an individual laser-cooled atom’s internal state, held in place by an optical
tweezer (introduced in the Quantum Lab Concepts deck).

• Spin qubits – encode a qubit in the spin state of a single electron or nucleus confined in a semiconductor quantum
dot, or in a solid-state defect like the NV center (introduced in the Quantum Sensing deck).

No single platform is universally ”best” – each represents a different point along a shared trade-off space between
coherence time, gate speed, connectivity, and manufacturability, discussed in the next questions.

Q3.2

What is the fundamental trade-off between superconducting circuits and trapped ions,
specifically regarding gate speed versus native gate fidelity and coherence time?
Superconducting qubits are fast – gates typically execute in tens of nanoseconds, since they’re driven by microwave
electronics that can switch extremely quickly – but have comparatively shorter coherence times (typically tens to
a few hundred microseconds) and moderate native two-qubit gate fidelities, limited by materials-based decoherence
sources (discussed in the Superconducting Quantum Circuits deck). Trapped ions are comparatively slow – gates
typically take microseconds to tens of microseconds, limited by the physical speed of ion motion and laser-pulse
sequences – but offer dramatically longer coherence times (seconds, sometimes much longer for certain encodings)
and some of the highest reported native two-qubit gate fidelities of any platform, since trapped ions are naturally
identical, well-isolated particles largely free from the materials-defect-driven noise that plagues solid-state platforms.
This trade-off – speed versus fidelity/coherence – is one of the most fundamental, frequently-cited comparisons in
the entire field.

Q3.3

Why is photonic qubit connectivity (which qubits can directly interact) fundamentally dif-
ferent in character from the connectivity constraints facing matter-based qubit platforms
like superconducting circuits or trapped ions?
Matter-based qubits (superconducting circuits, spin qubits) are generally fixed in physical position on a chip, so their
connectivity is constrained by physical proximity – only qubits placed sufficiently close together (or connected via
a bus resonator or shared trap) can be made to interact, directly motivating much of the chip-layout and architecture
discussion in the Superconducting Quantum Circuits deck. Photonic qubits, by contrast, are flying qubits – they don’t
sit still at a fixed physical location, but instead propagate through waveguides or free space – so ”connectivity” for
a photonic platform is less about physical proximity and more about whether a reconfigurable optical network (built
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from the beamsplitters and phase shifters discussed in the Quantum Nanophotonics deck) can be programmed to route
any two given photons together for an interaction when needed, offering intrinsically more flexible, reconfigurable
connectivity in principle, at the cost of that same platform’s own distinct challenge: making photons interact with
each other at all (Section 6 of the Quantum Nanophotonics deck) is fundamentally harder than the comparatively
natural physical interactions available between neighboring matter-based qubits.

Q3.4

Why has no single qubit platform yet ”won” the race to build a large-scale, fault-tolerant
quantum computer, and why do many serious industry roadmaps now explicitly hedge
across multiple different platforms rather than committing to just one?
Each platform’s distinct strengths and weaknesses map onto different parts of the overall engineering challenge of
scaling to a large, fault-tolerant quantum computer – superconducting circuits currently lead in raw qubit count
and gate speed but lag in coherence time and materials-driven error rates; trapped ions lead in gate fidelity and
coherence but face harder scaling challenges getting from tens to many thousands of ions; photonic platforms offer a
naturally appealing room-temperature operation and networking capability but face the hardest road to deterministic,
high-fidelity two-qubit gates; neutral atoms offer appealingly large, flexible qubit arrays via optical tweezers but are
comparatively newer to large-scale gate-based demonstrations. Because no platform currently dominates across every
relevant metric simultaneously, and because genuinely major uncertainty remains about which specific combination
of trade-offs will ultimately prove most practical at true large scale, many serious industry and government roadmaps
deliberately fund and pursue multiple platforms in parallel, hedging against the real possibility that today’s apparent
leader in any one specific metric may not be the platform that ultimately succeeds at scale.
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Quantum Computing Fundamentals
Quantum Computing Fundamentals

Q4.1

What is the difference between gate-based (circuit-model) quantum computing, quantum
annealing, and measurement-based quantum computing, as three distinct computational
paradigms?
Gate-based quantum computing (the model underlying essentially the entire Quantum Algorithms and Quantum
Gates decks, and the model IBM, Google, and most major efforts pursue) builds a computation from an explicit,
ordered sequence of discrete unitary gates applied to qubits, directly analogous to how a classical circuit is built
from logic gates. Quantum annealing (the model D-Wave’s commercial systems use) instead encodes a specific
optimization problem directly into a physical Hamiltonian’s ground state, and slowly, adiabatically evolves the system
from an easy-to-prepare initial Hamiltonian toward that problem Hamiltonian, relying on the adiabatic theorem to
keep the system in its ground state throughout – a more restricted, special-purpose model specifically suited to certain
optimization problems, without gate-based computing’s full universality. Measurement-based quantum computing
(closely related to the cluster-state photonic architectures discussed in the Quantum Nanophotonics deck) instead
prepares one large, fixed entangled resource state up front, and performs the entire computation purely through a
specific, carefully-chosen sequence of single-qubit measurements on that pre-built state – mathematically proven
equivalent in computational power to the gate-based model, but structured very differently, often better suited to
specific hardware platforms (like photonics) where preparing entanglement is comparatively easier than executing
deterministic, sequential two-qubit gates.

Q4.2

What is the NISQ (Noisy Intermediate-Scale Quantum) era, and how does its ongoing, cur-
rent status shape realistic near-term expectations for what quantum computers can actually
deliver today?
The NISQ era (introduced in depth in the Quantum Algorithms deck) describes the current period of quantum hard-
ware development: processors with a meaningful but still modest number of qubits, lacking full quantum error cor-
rection, and therefore limited in the circuit depth (number of sequential operations) they can reliably execute before
accumulated noise overwhelms the result. This ongoing reality directly shapes realistic near-term expectations across
the whole field: today’s quantum computers cannot yet run the deep, long circuits that algorithms like Shor’s fac-
toring algorithm require at cryptographically-relevant scale, and current research and near-term commercial focus is
correspondingly concentrated on comparatively shallow, noise-tolerant hybrid quantum-classical algorithms (VQE,
QAOA, and the broader variational approaches discussed across the Quantum Algorithms and Quantum Machine
Learning decks) specifically designed to extract whatever useful value is achievable from today’s imperfect, pre-
fault-tolerant hardware, rather than the full, more dramatic capabilities a genuinely large-scale, fault-tolerant quantum
computer would eventually unlock.

Q4.3

What general classes of computational problems are quantum computers actually expected
to be good at, and why is ”quantum computers will make everything faster” a common but
fundamentally mistaken popular misconception?
Quantum computers are expected to offer genuine advantage only for a comparatively narrow, specific class of prob-
lems – most prominently, simulating genuinely quantum mechanical systems (molecules, materials, as discussed
in the Quantum Algorithms deck’s coverage of Hamiltonian simulation and VQE), certain structured problems like
integer factoring (Shor’s algorithm) that map onto a hidden periodic structure a quantum computer can efficiently
exploit, and unstructured search problems (Grover’s algorithm) that receive a proven, but comparatively modest,
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quadratic rather than exponential speedup. For the vast majority of everyday computational tasks – word processing,
web browsing, most everyday classical data processing and even most machine learning workloads (discussed can-
didly in the Quantum Machine Learning deck) – quantum computers offer no expected advantage at all, and in many
cases would actually be far slower and less practical than an ordinary classical computer, since not every computa-
tional problem has the specific kind of exploitable quantum structure that translates into a genuine speedup – making
”quantum computers will make everything faster” a common, but fundamentally mistaken, popular misconception
the field actively works to correct.

Q4.4

What is quantum error correction’s central promise, and why is crossing the ”break-even”
point – where a logical qubit is genuinely more reliable than any single physical qubit com-
posing it – considered such a critical milestone for the field’s long-term trajectory?
Quantum error correction (introduced in the Quantum Algorithms and Quantum Gates decks) encodes one reliable
”logical” qubit across many noisy ”physical” qubits, using redundancy and repeated syndrome measurement to detect
and correct errors without ever directly measuring (and thus destroying) the protected quantum information itself.
The ”break-even” point – demonstrating that a fully error-corrected logical qubit actually outperforms (has a lower
error rate than) the very best single physical qubit used to build it – is considered such a critical milestone precisely
because, below this point, adding more physical qubits to a error-correcting code is not yet a clear net win, while
above it, the threshold theorem (discussed in the Quantum Algorithms deck) guarantees that further scaling up the
code size can, in principle, suppress the logical error rate arbitrarily far – meaning crossing break-even is the con-
crete, empirically verifiable dividing line between ”error correction overhead so far outweighs its benefit” and ”error
correction genuinely, measurably starts paying for itself,” which several major hardware efforts (including the mile-
stones discussed in the Superconducting Quantum Circuits deck) have only relatively recently begun to convincingly
demonstrate.
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Quantum Communication Fundamentals
Quantum Communication Fundamentals

Q5.1

What is quantum key distribution’s core promise, at the highest, most accessible level, and
how does it differ fundamentally from ordinary, classical encrypted communication that
people already use every day?
QKD (covered in exhaustive depth in the Quantum Cryptography and QKD decks) lets two parties establish a shared
secret key with a security guarantee rooted directly in the laws of physics (specifically, the no-cloning theorem and
the fact that measuring an unknown quantum state disturbs it detectably) rather than in the computational difficulty
of some mathematical problem. Ordinary, classical encrypted communication (the HTTPS padlock icon in a web
browser, for instance) instead relies on computational hardness assumptions – that certain specific mathematical
problems (like factoring large numbers) are practically too hard for any realistic computer, classical or otherwise, to
solve within a useful timeframe – an assumption that could, in principle, be broken by a sufficiently powerful future
computer (classical or quantum) without violating any law of physics at all. QKD’s core promise is that its security
holds even against an adversary with unlimited future computing power, a fundamentally different and stronger kind
of security guarantee than any purely computational scheme can offer.

Q5.2

Why does the widely-reported ”quantum computers will break the internet’s encryption”
concern specifically target certain classical cryptographic algorithms (RSA, elliptic-curve
cryptography) and not others (AES, hash functions), at a high level?
As explained in depth in the Quantum Algorithms deck, a sufficiently large, fault-tolerant quantum computer run-
ning Shor’s algorithm could efficiently break the specific mathematical hard problems (integer factoring, and the
closely related discrete logarithm problem) that today’s public-key cryptography – RSA and elliptic-curve cryptog-
raphy, used pervasively for secure key exchange and digital signatures across the internet – fundamentally relies on,
representing a genuine, complete, exponential break of those specific algorithms. Symmetric cryptography (AES)
and cryptographic hash functions, by contrast, are only weakened quadratically by Grover’s algorithm, a compara-
tively modest effect fully compensated for simply by using longer keys – which is precisely why the ongoing, urgent
”post-quantum cryptography” transition effort (discussed in depth in the Quantum Cryptography deck) is specifically
focused on replacing vulnerable public-key algorithms with new, quantum-resistant alternatives, rather than needing
to replace essentially all of classical cryptography wholesale.

Q5.3

What is the difference between Quantum Key Distribution and Post-Quantum Cryptogra-
phy as two entirely different strategies for defending against the future quantum computing
threat, and why does PQC currently have the much broader, faster-moving practical de-
ployment path?
QKD (Section 5, and covered exhaustively in the QKD deck) is a fundamentally quantum solution – it uses actual
quantum hardware (single-photon sources, detectors, dedicated fiber or free-space links) to achieve physics-based
security, but requires specialized, still-expensive infrastructure that isn’t compatible with simply upgrading exist-
ing classical software. Post-Quantum Cryptography (PQC, also discussed in the Quantum Cryptography deck)
is instead a purely classical solution – new mathematical algorithms, believed to remain hard even for a quantum
computer to break, that run on entirely ordinary classical computers and existing internet infrastructure with no new
hardware at all, simply replacing the vulnerable algorithm with a new one in software. Because PQC can be de-
ployed as a comparatively straightforward, incremental software upgrade across the internet’s existing infrastructure,
while QKD requires genuinely new physical hardware and network infrastructure, PQC currently has a dramati-
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cally broader, faster, and less expensive practical deployment path, with major standardization efforts (like NIST’s
PQC standardization) already well underway, while QKD remains comparatively niche, concentrated in the highest-
security-assurance government, defense, and financial applications discussed in the QKD deck.

Q5.4

What is the long-term vision of a ”quantum internet,” and how does it differ in fundamen-
tal purpose from simply making today’s classical internet faster or adding quantum-based
encryption to existing classical data traffic?
As introduced in the Quantum Cryptography deck, a quantum internet envisions a future network of interconnected
quantum devices capable of distributing and maintaining genuine entanglement between distant parties on demand
– enabling applications that are fundamentally impossible over any purely classical network altogether, not merely
faster versions of things the internet already does. Beyond QKD itself, envisioned quantum internet applications
include distributed and blind quantum computing (letting a client securely use a remote quantum computer without
revealing their input), quantum-enhanced distributed sensing (correlating entangled sensors across long distances for
a joint precision no independent classical sensor network could match), and quantum clock synchronization with
fundamentally higher precision – the defining, distinguishing goal is unlocking entirely new capabilities specifically
enabled by genuinely distributing quantum correlations across a network, not simply securing or speeding up the
same kinds of classical data transfer the internet already handles today.
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Quantum Sensing Fundamentals
Quantum Sensing Fundamentals

Q6.1

What is the core idea underlying quantum sensing at the most accessible level, and why does
using a genuinely quantum system as the sensing element allow precision beyond what any
classical measurement of the same physical quantity could achieve?
Quantum sensing (covered in depth in the Quantum Sensing deck) uses a quantum system’s state – an atom’s in-
ternal energy levels, a superconducting circuit’s phase, a photon’s polarization – as the actual measuring element,
exploiting the fact that this state can be exquisitely, precisely responsive to some external physical quantity of inter-
est (a magnetic field, gravitational acceleration, time). The precision achievable using N independent, unentangled
quantum probes is fundamentally bounded by the Standard Quantum Limit, scaling as 1/

√
N – but using entangled

probes can, in principle, reach the fundamentally better Heisenberg Limit, scaling as 1/N , a quadratic improvement
unavailable to any purely classical measurement strategy using the same number of independent measurements –
meaning the same fundamentally quantum resources (superposition, entanglement) that empower quantum comput-
ing and communication also directly translate into a genuine, provable sensing precision advantage over the best
possible classical approach using comparable physical resources.

Q6.2

What are the main application domains of quantum sensing already seeing real-world de-
ployment or serious near-term commercial development, at a high level?

• Timing – atomic clocks, already deployed for decades in GPS satellites, with newer optical atomic clocks pushing
precision further still (Quantum Sensing deck).

• Magnetometry – NV-center and atomic-vapor magnetometers, increasingly deployed for biomedical imaging
(magnetoencephalography) and materials characterization.

• Gravimetry and inertial navigation – atom-interferometric gravimeters and accelerometers, targeting subsur-
face exploration, civil engineering surveying, and GPS-independent navigation.

• Imaging – quantum-enhanced and sub-shot-noise imaging techniques, particularly valuable for light-sensitive
biological samples.

As discussed in Section 2, sensing is generally considered the pillar of quantum technology closest to broad, mature,
practical commercial deployment across this range of application domains.

Q6.3

Why does quantum sensing generally require far fewer qubits, and far less demanding gate-
based control, than quantum computing does – and how does this lower resource bar directly
explain its comparatively faster path to real-world deployment?
Most useful quantum sensing protocols rely on preparing a single quantum system (or, at most, a modest number of
entangled systems) in a superposition, letting it freely evolve while accumulating a phase sensitive to the external
quantity being measured, and then reading it out – a comparatively simple three-step sequence, without needing the
long, complex sequences of many precisely-controlled, high-fidelity two-qubit gates that useful quantum computation
generally requires across potentially hundreds or thousands of qubits. This dramatically lower resource and control-
precision bar – one well-controlled qubit maintaining coherence for a modest duration, rather than many qubits jointly
maintaining coherence through a long, complex, error-prone gate sequence – is precisely why quantum sensing
technologies (atomic clocks, in particular) have already achieved decades of real, mature commercial deployment,
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while equivalently mature, large-scale, fault-tolerant quantum computing remains a longer-term, still-developing
engineering goal.

Q6.4

How does quantum sensing directly benefit from – and directly feed back into – research
and hardware advances originally developed for the quantum computing pillar, illustrating
the cross-pillar connections introduced in Section 2?
Many of the same core techniques – laser cooling and trapping (Quantum Lab Concepts deck), precise coherent
qubit control, and squeezed/entangled-state generation (Quantum Nanophotonics deck) – were developed and re-
fined largely within the broader quantum information and quantum computing research effort, and are now directly
repurposed for quantum sensing applications; NV-center magnetometry, for instance, exploits precisely the same
optically-detected magnetic resonance control techniques used to manipulate NV centers as quantum computing/net-
working qubits (discussed in the Quantum Nanophotonics deck). This flow of techniques also runs the other direction
– quantum sensing’s demand for extremely low-noise, high-precision control hardware (ultra-stable lasers, low-noise
electronics, precision magnetic shielding) has directly driven engineering advances that quantum computing efforts
subsequently benefit from and reuse as well – illustrating concretely how the three pillars’ underlying research com-
munities, hardware platforms, and control techniques remain deeply and continuously cross-pollinating, rather than
developing in true isolation from one another.
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Industry & Ecosystem
Industry & Ecosystem

Q7.1

What is the general landscape of major organizations pursuing quantum computing hard-
ware, spanning large established technology companies, dedicated quantum-focused star-
tups, and national/government research efforts?
The field spans three broad categories of active player: large, established technology companies with substantial in-
ternal quantum research divisions (IBM, Google, Microsoft, Amazon, and others), each typically pursuing their own
specific hardware platform (superconducting circuits for IBM and Google, various approaches for Microsoft includ-
ing topological qubits, trapped-ion and neutral-atom cloud access for Amazon Braket); dedicated quantum-focused
startups, many specializing in a single specific platform or niche (IonQ and Quantinuum in trapped ions, Rigetti and
others in superconducting circuits, PsiQuantum and Xanadu in photonics, QuEra and Pasqal in neutral atoms, D-Wave
in quantum annealing); and substantial national and government research initiatives (the U.S. National Quantum
Initiative, the EU’s Quantum Flagship program, and major, heavily-funded national efforts in China and elsewhere),
reflecting the field’s recognized strategic and economic significance well beyond purely private-sector commercial
interest alone.

Q7.2

What is quantum-computing-as-a-service (cloud-based quantum access), and why has this
access model become the dominant way most researchers, students, and companies actually
interact with real quantum hardware today, rather than owning their own physical quantum
computer?
Given the extreme cost, specialized infrastructure (dilution refrigerators for superconducting qubits, precision laser
systems for trapped ions), and ongoing expert maintenance a real quantum computer requires, essentially all ma-
jor quantum hardware providers instead offer cloud-based access – letting anyone submit quantum circuits over
the internet to run on real, remote quantum hardware (or cloud-hosted simulators), paying only for the actual com-
pute/queue time used, exactly analogous to how classical cloud computing (AWS, Azure, Google Cloud) already lets
users access powerful classical compute resources without owning the underlying physical infrastructure themselves.
Platforms like IBM Quantum, Amazon Braket, and Microsoft Azure Quantum aggregate access to multiple different
hardware providers’ quantum processors through one unified cloud interface – this cloud-access model has become
completely dominant specifically because it removes the otherwise-prohibitive capital and expertise barrier to actu-
ally experimenting with and developing on real quantum hardware, which is precisely why software tools like Qiskit
(covered in its own dedicated deck) are built around exactly this cloud-submission workflow as their primary, default
mode of operation.

Q7.3

What role do national and international standards bodies (NIST, ETSI, ISO) play in the
quantum technology ecosystem, and why does standardization matter for the field’s transi-
tion from research demonstrations toward genuine, interoperable commercial deployment?
Standards bodies play a role directly analogous to their function in any other maturing technology sector – NIST (the
U.S. National Institute of Standards and Technology) led the formal, multi-year post-quantum cryptography stan-
dardization process (discussed in the Quantum Cryptography deck), selecting and formally standardizing specific
PQC algorithms that vendors and organizations worldwide can now confidently adopt and build interoperable prod-
ucts around; ETSI (the European Telecommunications Standards Institute) has developed corresponding standards
specifically for QKD system interoperability and security evaluation (discussed in the QKD deck); and broader efforts
continue toward standardizing benchmarking metrics, terminology, and interoperability specifications across quan-
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tum computing hardware and software more generally. This standardization work matters immensely for the field’s
genuine commercial maturation because, without common, trusted, and independently-verified standards, different
vendors’ quantum products remain incompatible, isolated islands, and customers/organizations have no reliable,
trusted basis for evaluating and comparing different providers’ security or performance claims – exactly the kind
of foundational infrastructure that every previous major technology transition (the early internet, classical cryptog-
raphy) has required to move from isolated research demonstrations toward genuine, interoperable, and trustworthy
widespread commercial deployment.

Q7.4

What is quantum-ready workforce development, and why have universities and even some
companies begun offering dedicated quantum-technology-specific degree programs and
professional training, distinct from traditional physics or computer science curricula?
As the quantum technology industry has grown from a purely academic research pursuit into a genuine, if still early-
stage, commercial sector spanning hardware engineering, software development, and applications work, a recognized
skills gap has emerged: traditional physics degrees generally don’t cover the practical engineering, control-systems,
and software skills (exactly the kind of material covered in the Qiskit deck, for instance) that quantum industry roles
increasingly demand, while traditional computer science and software engineering degrees generally don’t cover
the underlying quantum mechanics and quantum information theory (covered throughout the Advanced Quantum
Mechanics and Quantum Information decks) that same work requires. This recognized gap has directly motivated
the emergence of dedicated, genuinely interdisciplinary ”quantum engineering” or ”quantum information science”
degree programs and professional certificate/training programs at a growing number of universities and companies,
specifically designed to train a workforce with both the physics foundation and the practical engineering/software
skills the industry’s hardware, software, and applications roles actually require – reflecting the field’s broader, ongoing
maturation from a purely academic specialty into a recognized, distinct professional and educational discipline in its
own right.
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Careers, Applications & Outlook

Q8.1

What are the main categories of roles available across the quantum technology industry
today, spanning hardware, software, algorithms, and applications work?

• Hardware/device physics engineers – design, fabricate, and characterize the actual physical qubits and sup-
porting cryogenic/optical/electronic infrastructure (drawing directly on the Superconducting Quantum Circuits,
Quantum Nanophotonics, and Quantum Lab Concepts decks).

• Quantum software/control engineers – build the classical software stack controlling and calibrating quantum
hardware, and the SDKs (like Qiskit) researchers and developers actually use.

• Quantum algorithms researchers – develop and analyze new quantum algorithms and error-correction schemes
(drawing on the Quantum Algorithms, Quantum Gates, and Quantum Machine Learning decks).

• Applications/domain scientists – apply quantum computing, sensing, or communication techniques to a specific
target domain (chemistry, materials science, finance, logistics, cryptography), translating domain problems into
a form quantum hardware can actually address.

Most real quantum-technology organizations need a genuine mix of all four role types working together, reflecting
the field’s inherently interdisciplinary nature.

Q8.2

What educational background do most current quantum technology professionals actually
have, and why does the field’s genuinely interdisciplinary nature mean there is no single
”correct” or required academic path into it?
Given quantum technology’s position at the direct intersection of physics, computer science, electrical engineering,
and materials science, current practitioners in the field come from a genuinely wide range of educational backgrounds
– PhD physicists (particularly in atomic, molecular, and optical physics or condensed matter physics) remain common,
especially in hardware-focused roles, but computer scientists, electrical/materials engineers, and applied mathemati-
cians are increasingly well-represented too, particularly in software, algorithms, and applications-focused roles. This
genuine diversity of successful entry paths directly reflects the interdisciplinary nature discussed in Section 7’s cov-
erage of quantum-ready workforce development – there is no single, universally ”correct” academic path into the
field, and the specific mix of physics depth versus software/engineering breadth that’s actually most valuable varies
considerably depending on which of the specific role categories (Section 8’s first question) a given person is aiming
for.

Q8.3

What is the honest, appropriately balanced way to assess the current state of quantum tech-
nology’s practical, real-world impact – avoiding both dismissive skepticism and uncritical
hype – based on the detailed, technical assessments given throughout this deck series?
Genuine, real-world impact already exists and continues to grow specifically in quantum sensing (mature atomic
clocks, increasingly deployed magnetometry and gravimetry) and in the urgent, actively-underway post-quantum
cryptography transition (a real, present-day engineering response to a still-future quantum computing threat) – both
areas covered in detail across this deck series’ Quantum Sensing and Quantum Cryptography decks. Quantum
computing, by contrast, remains firmly in an earlier, NISQ-era stage (Section 4) – genuine scientific and engineer-
ing progress continues rapidly, including real, published, experimentally-demonstrated milestones like the error-
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correction break-even results discussed above, but a large-scale, broadly commercially transformative fault-tolerant
quantum computer capable of routinely outperforming classical computers on genuinely useful, real-world problems
has not yet been achieved, and honest, technically-grounded assessments (exactly the kind emphasized throughout this
deck series’ Quantum Machine Learning and Quantum Algorithms decks specifically) consistently caution against
both dismissing the field’s real, demonstrated progress and uncritically accepting near-term commercial hype – the
technically accurate picture is one of genuine, serious, well-funded scientific progress toward a still-multi-year-to-
multi-decade-distant transformative goal, not an imminent, fully-arrived commercial revolution.

Q8.4

Given the breadth of specialized decks in this series – covering cryptography, sensing, al-
gorithms, gates, information theory, hardware platforms, and lab techniques – what is the
recommended path for someone using this ”fundamentals” deck as a genuine starting point
into deeper study?
This deck is deliberately designed as a broad, accessible entry point and map of the wider territory, rather than
a deep technical treatment of any single topic – readers should treat each section’s coverage as a signpost toward
the corresponding dedicated deck for genuine depth: the Advanced Quantum Mechanics deck for the underlying
mathematical formalism; the Quantum Gates and Quantum Algorithms decks for the computational theory; the
Quantum Information deck for the rigorous information-theoretic foundations connecting entanglement, entropy,
and communication; the Quantum Cryptography, QKD, and Quantum Sensing decks for the two most currently
mature application pillars; the Superconducting Quantum Circuits, Quantum Nanophotonics, and Quantum
Lab Concepts decks for hardware and experimental depth across the field’s leading platforms; and the Qiskit and
Quantum Machine Learning decks for practical, hands-on software tooling and an honest look at one of the field’s
more actively-debated near-term application areas – together forming a complete, self-consistent reference library
spanning the full breadth of modern quantum technology.

End of deck – your map to the wider quantum technology deck series.
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